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SN  Role  

1  ICT Technical Support  

2  ICT Technical Supervisor  

3  ICT Projects Specialist  

4  ICT Projects Coordinator  

5  Service Governance Specialist  

6  HIS Project Coordinator  

ICT Document Controller  

7  HIS Helpdesk and Training Manager  

8  Head of HIS Helpdesk  

9  HIS Training Specialist  

10  HIS Training Coordinator  

11  HIS Trainer  

12  Information Architect  

13  Database Administrator I (Oracle)  

14  Database Administrator I (MS SQL)  

15  Database Administrator II (MS SQL)  

16  SharePoint Administrator I  

17  SharePoint Administrator II  

18  Software Developer I (Oracle EBS)  

19 Software Developer II (Oracle EBS)  

20 Software Developer I (Frontend Development)  

21 Software Developer II (Frontend Development)  

22 Software Developer I (Software Testing & QA)  

23 Software Developer II (Software Testing & QA)  

24 Software Developer (Systems Integration)  

25 Software Developer I (.Net & SharePoint)  

26 Software Developer II (.Net & SharePoint)  
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27 Software Developer III (.Net & SharePoint)  

28 Software Developer I (Data Integration/OBIEE)  

29 Software Developer II (Data Integration/OBIEE)  

30 Senior System Specialist  

31 System Specialist  

32 Senior Network Specialist  

33 Network Specialist  

34 Senior Security Specialist  

35 Security Specialist  

36 Senior Infrastructure System Architect  

37 Infrastructure System Architect  

38 Network technician  

39 HIS Project Manager (e-Health)  
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ICT Technical Support  
ICT Technical Support   

Job Responsibilities & 

Skills  
 

 

Level 1 incident management   

Handle calls in timely manner  

  Be ready and available during the support hours  

  Call logging and tracking  

  Communication and follow up  

  End user focal contact  

  SLA understanding and adherence  

  Incident analysis report  

  Monitoring and maintaining the computer systems and 

networks within an organization in a technical support role. 

  Installing and configuring computer systems, diagnosing 

hardware/software faults and solving technical problems, 

either over the phone or face to face.  

 

 As technical support, you may also be known as a helpdesk 

operator, technician or maintenance engineer.  

  Working with customers/employees to identify computer 

problems and advising on the solution.  

  Testing and fixing faulty equipment.  

  Deliver service and support to end-users using and 

operating automated call distribution phone software, via 

remote connection or over the Internet.  

  Good interpersonal and communication skills 

Required Technical 

Qualifications:  
 

 

A Bachelor’s degree in IT or equivalent. 

Minimum of 2 years of experience in computer science or 

related field.  
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ICT Technical Supervisor  
ICT Technical Supervisor  

Job Responsibilities & 

Skills  

• Plans, organizes, coordinates, assigns, and evaluates the 

activities of the Technical Support staff and sets work 

priorities.  

• Provides training, guidance and work counseling for the 

support team. 

• Assures the Technical Support Team is effective and  

  efficient, meeting end-users’ expectations. 

  Facilitates and participates in a climate of cohesiveness, 

cooperation, and enthusiasm in a workgroup to achieve the 

set goals. 

  Keeps abreast of trends and new products to facilitate 

improvement in ICT department. 

  Plans, organizes, coordinates, maintains, and assures 

effective on-site and remote customer support services for 

desktop computers/operating systems, hardware repairs, 

audio/video equipment, etc. for the purpose of providing 

exceptional customer service that exceeds their 

expectations. 

  Recruits, interviews, and recommends new technical 

support team employees based on the needs of the 

department. 

  Identifies significant issues as they relate to providing a 

high level of customer service as defined by the customer 

service standards set by the Division of Information 

Services leadership. 

  Reviews support ticket reports available through the 

customer support services application. 

  Good interpersonal and communication skills. 

Required Technical 

Qualifications:  
 

 

A Bachelor’s degree in IT or equivalent. 

Minimum of 5 years of supervisory experience in computer 

science or related field and experience in planning and 

implementing customer-focused technical support program.  
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ICT Projects Specialist  
ICT Projects Specialist   

Job Responsibilities & 

Skills  
 Implement engagement review and quality assurance 

procedures in accordance with PHCC’s methodology to 

ensure profitable and successful execution of the project as 

measured by set goals and customer satisfaction.  

  Monitor and schedule the projects as per the resource 

availability and business requirements.  

  Coordinate between various departments within IT to  

  ensure the progress of the ongoing projects.  

  Effectively communicate relevant project/ practice 

information to superiors and peers.  

  Report project progress and problems to management on a 

timely basis.  

  Prepare the project lifecycle standards and assign to each 

project the phases required depending on the size of each 

project.  

  Prepare the project initiation reports, project closure reports 

and all other requisite reports on a timely basis.  

  Minimize risk exposure by managing the scope and 

mitigating risk across projects.  

  Serve as key participant in team and client meetings.  

  Provide staff contingency policies and guidelines to ensure 

lowest impact as a result of staff absence or departure.  

  Handle difficult project personnel situations directly, using 

appropriate discretion.  

  Ensure high standards of confidentiality to safeguard 

sensitive information.  

  Adopt teamwork approach.  

  Good interpersonal and communication skills.  

Required Technical 

Qualifications:  
 

 

A Bachelor degree in IT or equivalent. 

Minimum of 6 years in the IT projects field.  

  Project Management Professional (PMP).  
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ICT Projects Coordinator  
ICT Projects Coordinator  

Job Responsibilities & 

Skills  

• Coordinate tasks and manage teams in small, medium and 

large sized projects.   

• Communication and follow up.  

• End user focal contact.  

• SLA understanding and adherence.  

• Incident analysis reporting.  

• Reporting, escalation and management.  

• Manage process maturity roadmap to ensure processes  

  evolve and are measurable over time.  

  Develop work plans, schedules, and status reports and 

communicates with senior management and project team 

on project status.  

  Coordinate activities on process improvements across the 

organization.  

  Work closely with Process Owners to monitor and 

implement process improvement opportunities.  

  Manage "Virtual Project Teams" involving teams from 

across the organization, regions, and technology groups.  

  Assess impact to all process areas of process improvement 

proposals.  

  Maintain and manage monthly baseline of documented 

procedures.  

  Ensure high standards of confidentiality to safeguard 

sensitive information.  

  Adopt teamwork approach.  

  Good interpersonal and communication skills.  

Required Technical 

Qualifications:  
 

 

A Bachelor degree in IT or equivalent. 

Minimum of 4 years in the IT projects field.  

  Project Management Professional (PMP) is a PLUS.  
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 Service Governance Specialist  
Service Governance Specialist  
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Job Responsibilities & 

Skills  

• Define and explain the ITIL Service Lifecycle Modules:  

Service Strategy, Service Design, Service Transition, Service 

Operation and Continual Service Improvement to technical 

staff in ICT and non-technical staff in PHCC  

• Gathering & managing ITSM business requirements; 

documenting "as is" processes, developing "to be" 

processes, determining ITSM process maturity, process 

gaps, & areas of inefficiency; enhancing & developing new 

ITSM processes consistent w/ITIL best practices.  

• Manage change control requests across the enterprise and 

ensure each change is completed without major impact to 

the applications or operations environments.  

• Develops service management strategies, identifying staff, 

tools and specialized support requirements as necessary to 

ensure that operational and support processes are working 

as expected.  

• Manages and maintains the ITSM (ITIL) program.  

• Develop detailed artifacts such as: process diagrams, 

process guides, policy documents, standard operating 

procedures, RACI matrices etc.  

• Develop key performance indicators (KPIs) and metrics to 

measure process effectiveness and facilitate process 

improvement.  

• Engages with cross-functional teams to prioritize and 

integrate process development and maturation, ensuring that 

the right talent is engaged and utilized at the appropriate 

level in order to achieve successful service delivery 

outcomes.  

• Leads and facilitates implementation of new IT service 

management framework components/processes. The service 

delivery model covers the aspects of IT services to be 

delivered in a service level agreement framework, adhering 

to key performance indicators and flexible delivery capacity 

requirements  

• Performs other job-related duties as assigned or apparent.  

Required Technical   A Bachelor degree in IT or equivalent.  
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Qualifications:   ITIL v3 Foundation and Intermediate Certification is 

required, ITIL Expert is a plus.  

  Ability to work with a team to implement IT service 

improvement processes   

  Experience with ManageEngine Service Desk Plus and 

Microsoft System Center Service Manager is a plus.  

  Working Experience with implementing, configuring service 

management software  

  Incident Management, Problem Management, Change  

Management, Configuration Management, Release  

Management, and Service Desk processes and functions.  

  Overall IT experience – 9+ years   

  ITSM experience – 6+ years.  

 

 

HIS Project Coordinator / ICT Document Controller  
HIS Project Coordinator / ICT Document Controller  
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Job Responsibilities & 

Skills  

• Perform clerical duties in order to maintain the department’s 

administration.  

• Maintain the general paper based and computer based filing 

system and keep all the relevant records required.  

• Provide office support services in order to ensure efficiency 

and effectiveness within the Department.  

• Assist in the planning and preparation of meetings, 

conferences and conference calls.  

• Reserve rooms and meeting halls as and when required.  

• Receive, direct and relay telephone messages and emails.  

• Follow guidelines set by the department in handling the flow 

of processes.  

• Coordinate the repair and maintenance of office equipment 

when necessary.  

• Respond to inquiries in the department and refer to a senior 

staff when necessary.  

• Monitor the use of logistic supplies and place orders to 

ensure adequate stock.  

• The incumbent will undertake any such related duties or 

responsibilities as directed.  

• Ensure high standards of confidentiality to safeguard any  

 

  sensitive information.  

  Strong Interpersonal skills  

  Personal drive, commitment and being a self-starter.  

  Prioritizing workload and meeting tight deadlines with high 

quality output.  

  Organized and Multi-tasking skills.  

  Ability to work effectively with a variety of groups.  

  Customer Oriented.  

Required Technical 

Qualifications:  
 

 

Minimum High school diploma or equivalent   

Minimum of 3 years in an office assistant role.  
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HIS Helpdesk & Training Manager  
HIS Helpdesk & Training Manager  

Job Responsibilities & 

Skills  

• Responsible for assuring users are provided efficient and 

timely first level support  

• Responsible for assuring users are provided effective 

training on ICT and CIS services they use  

• Performs staff scheduling to ensure Help Desk coverage 

during normal business hours and on-call support as 

required  

• Manages the Help Desk staff including consultation on 

performance evaluations, promotions, hiring and 

disciplinary responsibilities   

• Coordinates with Information and Communications 

Technology (ICT) and Clinical Information Systems (CIS) 

departments to ensure proper knowledge transfer is 

continuously achieved to effectively support end users  

• Analyses the support requests log and perform insight on 

how to improve services for end users  

• Develop self-support documentation and tutorials for end 

users  

• Develop proposals for self-service for end users based on 

the issues logged  

• Monitors problem management database and follows up 

with assigned personnel to ensure timely resolution of 

problems   

• Maintains a central source of information enabling Help 

Desk staff and support technicians to recover outages with 

minimal disruption to expected service levels   

• Invokes problem escalation procedures to coordinate 

recovery   

• Isolates problem trends and ensures that troubleshooting 

efforts are completed for recurring problems until 

permanent solutions are found   

• Ensures that daily, weekly, and monthly statistics, status 

reports, and graphical reporting aids are completed and 

continually modified to meet the needs of the department   

• Ensures that decisions made to improve the overall  
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  customer support of the Help Desk are continually carried 

through   

  Coordinates training requirements of Help Desk personnel   

  Contributes to departmental productivity and development 

objectives by participating in training programs   

  Provides leadership by projecting a positive attitude, and 

providing learning incentives   

  Accurately communicates pertinent information. Assists in 

the development and implementation of quality 

improvement programs for assigned department(s)  

  Solves problems and makes decisions on a daily basis 

relative to Help Desk responsibilities.   

  Ensures that effective Help Desk representation takes place 

for the coordination of work processes and projects with 

other departments and divisions  

  Interfaces with users of technology, employing a high 

degree of tact and diplomacy to promote a positive image of 

the department.   

  Resolves problem situations in a professional manner.   

  Accurately communicates pertinent information to create a 

work environment that lends itself to the best interests of 

departmental personnel and customer service   

  Performs duties in a cost-effective manner to avoid waste of 

resources without jeopardizing quality of care and service   

  Maintains competency and enhances professional growth 

and development through continuing education and 

conferences   

  Performs other duties and responsibilities as assigned by 

the Executive Director of HIS & ICT  

Required Technical 

Qualifications:  
 A Bachelor degree in IT or equivalent. M.Sc. degree in IT is 

a plus.  

  12+ years IT experience  

  5+ years in a similar position  
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  Management skills are required to successfully perform the 

planning, directing, reporting and administrative 

responsibilities of this position   

  Demonstrated management and decision making skills 

concerning Information Systems policies, processes and  

  procedures, with a proved track record of completing tasks 

and/or project within budget and on schedule  

  Ability to manage multiple high priority initiatives in a fast 

paced highly technical environment  

  ITIL ITSM certifications is must  

Head of HIS Helpdesk  
Head of HIS Helpdesk   

Job Responsibilities & 

Skills  
 Supervises, Plans, organizes, coordinates, assigns, and 

evaluates the activities of the HIS helpdesk staff and 

sets work priorities.  

  Provides training, guidance and work counseling for the 

helpdesk team. 

  Ensure high level plans and strategies are applied in 

accordance with corporate goals. 

  Facilitates and participates in a climate of cohesiveness, 

cooperation, and enthusiasm in a workgroup to achieve the 

set goals. 

  Keeps abreast of trends and new products to facilitate 

improvement in HIS directorate. 

  Recruits, interviews, and recommends new helpdesk 

employees based on the needs of the department. 

  Identifies significant issues as they relate to providing a 

high level of customer service as defined by the customer 

service standards set by the Division of Information 

Services leadership. 

  Good interpersonal and communication skills. 

  Ability to lead a large team of HIS helpdesk team members 

across many sites and show leadership skills. 
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Required Technical 

Qualifications:  
 

 

A Bachelor’s degree in IT or equivalent. 

Minimum of 7 years of helpdesk management experience in 

computer science or related field and experience in 

planning and implementing customer-focused call support 

program.  

 

HIS Training Specialist  
HIS Training Specialist   

Job Responsibilities & 

Skills  
 Oversee the knowledge transfer and coordination of 

activities and functions among other functional areas.  

  Ensure that all trainers are knowledgeable in Cerner 

Millennium clinical information system and are able to pass 

on the knowledge to PHCC staff.  

  Develop, manage and enhance the policies and procedures 

for HIS training and train staff to drive consistency of 

approach across the organization.  

  Develop, Review and approve the curricula and ensure 

delivery of appropriate training including Clinical Information 

Systems (CIS) specific training and training in effective use 

of computers and information technology including  

Microsoft Office programs, related policies, and procedures.  

  Develop and coordinate the scheduling of training sessions 

on a pre-planned and as-needed basis.  

  Oversee the scheduling of training sessions on a 

preplanned and as-needed basis.  

  Approve the standards and best practices to ensure quality 

HIS content is delivered to staff.  

  Assist in the development of an annual budget, strategies 

and manage income generation and expenditure to achieve 

budget.  

  Make sure all trainings are up to date and are offered in a 

timely manner.  

  Oversee the planning, developing and evaluating of the 

support, maintenance, staff training and improvement of 

applications assigned to the HIS department.  

  Ensure that there is always someone available to support 

the staff with the new CIS.  
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  Supervise direct reportees in their day-to-day tasks and 

guide them in managing their performance by providing 

appropriate feedback and counselling.  

  The incumbent will undertake any such related duties or 

responsibilities as directed.  

  Ensure high standards of confidentiality to safeguard any 

sensitive information.  

Required Technical 

Qualifications:  
 

 

A Bachelor’s degree in IT or equivalent.  

Minimum of 7 to 10 years in the HIS field. 

 

HIS Training Coordinator  
HIS Training Coordinator  

Job Responsibilities & 

Skills  

• Ensure knowledge transfer and coordination of activities 

and functions among other functional areas.  

• Design curriculum and ensure delivery of appropriate 

training including specific training and training in effective 

use of computers and information technology including 

Microsoft Office programs, related policies, and procedures.  

• Develop and coordinate the scheduling of training sessions 

on a pre-planned and as-needed basis.  

• Coordinate training programs with different health centers to 

achieve and reinforce organizational goals.  

• Facilitate specialized training programs to enhance 

performance and productivity.  

• Monitor and report on the effectiveness of training sessions 

and suggest improvements.  

• Plan, develop and evaluate the support, maintenance, staff 

training and improvement of applications assigned to the 

HIS department.  

• Monitor the effectiveness of the trainings and reporting 

deficiencies to HIS Training Manager.  

• Provide ongoing support including resolution of system 

issues, root cause analysis of problems, planning and 

testing of system upgrades, if required.  

• The incumbent will undertake any such related duties or 

responsibilities as directed.  
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Required Technical 

Qualifications:  

• A Bachelor’s degree in IT or equivalent. 

• Minimum of 5 years of experience in training development 

and delivery. Healthcare industry experience is preferred. 

 

HIS Trainer  
HIS Trainer    

Job Responsibilities &  Assist with development and implementation of training  

Skills   materials and procedures related to clinical applications.  

  Prepare workshops and training material and ensure such 

is available to all employees.  

  Support staff in all applications.  

  Provide educational updates on applications to all staff 

through classroom sessions and one-on-one sessions.  

  Support all heads and department employees in leveraging 

on the information system to better understand processes 

and result in better outputs.  

  Monitor the effectiveness of the training, reporting 

deficiencies to HIS Training Manager.  

  Develop and maintain effective communications with end 

users.  

  Develop and maintain communication with the HIS Training 

Manager, training coordinators and other trainers regarding 

training issues.  

  The incumbent will undertake any such related duties or 

responsibilities as directed.  

  Ensure high standards of confidentiality to safeguard any 

sensitive information.  

Required Technical 

Qualifications:  
 

 

A Bachelor’s degree in IT or equivalent. 

Minimum of 3 years of experience in CIS and IT training.   

 

Information Architect  
Information Architect    
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Job Responsibilities & 

Skills  
 Communicate how data (structured & unstructured) is 

created, modified, consumed and flows through the 

enterprise.  

  Communicate how to maximize the value of information to 

the organization  

  Ensure that the appropriate level of architecture diligence is 

applied across all initiatives in a consistent manner  

  Coordinate closely with business owners, solution teams 

and design teams to ensure that solution architectures are 

fit-for-purpose and adequately meet data requirements  

  Manage and continuously improve the design and 

implementation of Information and Data Architecture  

 

  processes and artifacts  

  Understand and advocate information/data architecture and  

Enterprise Architecture (EA) principles and be prepared to 

"sell" the information/data architecture process, its outcome 

and ongoing results  

  Coordinate closely with technical and Business analysts to 

ensure EA and business interests are taken into account  

  Coordinate closely with business data architects to ensure 

adherence to documented procedures and standards  

  Responsible for guidance on high level solutions for 

information/data architecture requirements  

  

 

Assist, coach and mentor information/data architecture 

practitioners  

 

Required Technical 

Qualifications:  
 

 

A Bachelor degree in IT or equivalent.  

9+ years of experience working in IT  

  6+ years of experience in information architecture  

  Experience working with health organizations  

  Excellent interpersonal skills in areas such as teamwork, 

facilitation and negotiation  

  Strong written and verbal communication skills  
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  Excellent skills in data management, data modeling, data 

services, reporting, and analytics as well as the tools used 

to support these areas  

  Ability to understand the long-term ("big picture") and 

shortterm perspectives of situations  

  Ability to translate business needs into architecture 

requirements  

  Understanding of business process principles and tools  

  Understanding of application development methodologies  

  Experience in data integration and data conversions 

preferred  

  Ability to quickly comprehend the functions and capabilities 

of new technologies  

  Knowledge of Enterprise Architecture Fundamentals; 

exposure to Enterprise Architecture software tools desirable  

 

Database Administrator I (Oracle)  
Database Administrator I (Oracle)  
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Job Responsibilities & 

Skills  

• Installation, configuration and upgrading of Oracle database 

server software and related products.  

• Evaluate database software features and related products.  

• Database design and implementation.  

• Implement and maintain database security.  

• Establish and maintain sound backup and recovery policies 

and procedures.  

• Perform database tuning and performance monitoring.  

• Perform application tuning and performance monitoring.  

• Oracle E Business suite apps administration.  

• Setup and maintain documentation and standards.  

• Plan growth and changes (capacity planning).  

• Work as part of a team and provide 24x7 support when 

required.  

• Perform general technical trouble shooting and give 

consultation to development teams.  

• Patch Management and version Control.  

• Interface with database software vendor for technical 

support.  

Required Technical 

Qualifications:  
• A Bachelor’s degree in IT or equivalent.  Overall IT 

experience 6+ years.   

• Oracle DB Administration experience 4 years.  

• Experience in Oracle database server and related utilities 

and tools  

• Good knowledge of the Linux operating systems  

 Experience in physical database design.  

• Ability to perform both database and operating system 

performance tuning and monitoring.  

• Knowledge of ALL database backup and recovery scenarios.  

• Experience in DB security management.  

• Good knowledge data integrity.  

• Experience in code migration, database change management 

and data management through the various stages of the 

development life cycle.  
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  Experience in Both database and system performance 

tuning and monitoring.  

  Sound communication skills with management, 

development teams, vendors and systems administrators.  

  Experience in Oracle E Business suite Apps DBA, Hyperion, 

OBIEE is an added advantage.   

  Experience in High availability, Oracle RAC, ASM, Data 

guard is an added advantage.     

  Experience in Microsoft SQL server and MySQL is an 

added advantage.  
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Database Administrator I (MS SQL)  
Database Administrator I (MS SQL)  

Job Responsibilities & 

Skills  

• Design, architect, and build databases from determining 

business requirements.  

• Provide a strategic direction for the organization on database 

related areas.  

• Work closely with development teams on database design 

changes to meet business requirements.  

• Patch management and version control.  

• Establish and maintain sound backup and recovery policies 

and procedures.  

• Design, implement and maintain high availability and disaster 

recovery solutions.  

• Provide consultation to development teams.  

• Database tuning and performance monitoring.  

• Setup and maintain documentation and standards.  

• Plan growth and changes (capacity planning).  

• Work as part of a team and provide 24x7 support when 

required.  

• Interface with Database software vendor for technical 

support.  

• Develop innovation, strategies, processes, and best 

practices.  
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Required Technical 

Qualifications:  
• A Bachelor’s degree in IT or equivalent.  Overall IT 

experience 6+ years.   

• MS SQL Administration experience 4 years.  

• Good knowledge and experience of the Microsoft SQL 

database server and related utilities and tools.  

• Ability to handle multiple projects and deadlines.  

• Ability to Manage and mentor small team of DB Specialists.  

• Good knowledge of the windows server operating systems  

• Experience in physical database design  

• Experience in backup and recovery, high availability and 

disaster recovery solutions.  

• Knowledge of ALL database backup and recovery scenarios.  

• Experience in database integrity and security management.  

  Experience in code migration, database change 

management and data management through the various 

stages of the development life cycle.  

  Experience in both database and system performance 

tuning and monitoring.  

  Sound communication skills with management, 

development teams, vendors and systems administrators.  

  Experience in Oracle and MySQL is an added advantage.  
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Database Administrator II (MS SQL)  
Database Administrator II (MS SQL)  

Job Responsibilities & 

Skills  

• Design, architect, and build databases from determining 

business requirements.  

• Provide a strategic direction for the organization on database 

related areas.  

• Work closely with development teams on database design 

changes to meet business requirements.  

• Patch management and version control.  

• Establish and maintain sound backup and recovery policies 

and procedures.  

• Design, implement and maintain high availability and disaster 

recovery solutions.  

• Provide consultation to development teams.  

• Database tuning and performance monitoring.  

• Setup and maintain documentation and standards.  

• Plan growth and changes (capacity planning).  

• Work as part of a team and provide 24x7 support when 

required.  

• Interface with Database software vendor for technical 

support.  

• Develop innovation, strategies, processes, and best 

practices.  

Required Technical 

Qualifications:  

• A Bachelor’s degree in IT or equivalent.  

• Overall IT experience 9+ years.   

• MS SQL Administration experience 6 years.  

  Good knowledge and experience of the Microsoft SQL 

database server and related utilities and tools.  

  Ability to handle multiple projects and deadlines.  

  Ability to Manage and mentor small team of DB Specialists.  

  Good knowledge of the windows server operating systems  

  Experience in physical database design  

  Experience in backup and recovery, high availability and 

disaster recovery solutions.  
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  Knowledge of ALL database backup and recovery 

scenarios.  

  Experience in database integrity and security management.  

  Experience in code migration, database change 

management and data management through the various 

stages of the development life cycle.  

  Experience in both database and system performance 

tuning and monitoring.  

  Sound communication skills with management, 

development teams, vendors and systems administrators.  

  Experience in Oracle and MySQL is an added advantage.  

 

SharePoint Administrator I  
SharePoint Administrator I   

Job Responsibilities & 

Skills  
 Installing, configuring, maintaining, upgrading and 

managing a SharePoint Server or a Farm.  

  Configuring all service applications like Search, Metadata, 

and User Profile Synchronization etc.  

  Creation of a Content DB and maintaining it.   

  Assignment of proper permission levels for all users of the 

site as well as configuring anonymous access if required.  

  Configuring timer jobs depending on business 

requirements.   

  SharePoint Event Log troubleshooting, search 

administration and troubleshooting, concepts of a farm and 

the planning and implementation of Service Packs and 

Cumulative Updates.  

  Training and supporting the business users in their day to 

day involvement in SharePoint sites.  

  Solid understanding of IIS, Active Directory and Mail 

Configuration.  

  Configuration of Business Connectivity Services for 

connecting to a SQL database or a WCF service.  
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  Configuring SharePoint as Document Management System  

  Integrating SharePoint with other document management 

systems  

  Implementing practical information architecture to assist 

with information sorting and discovery  

  Other responsibilities relevant to SharePoint administration  

Required Technical 

Qualifications:  
 

 

Overall IT experience 6+ years.   

SharePoint administration experience 4 years.  

  Certified with Microsoft SharePoint  

  SharePoint working knowledge of Central Administration, 

STSADM, and the PowerShell administration modules.   

  Strong understanding of what can be done using OOB 

features in SharePoint.  

 

 

  

SharePoint Administrator II  
SharePoint Administrator II   

Job Responsibilities & 

Skills  
 Installing, configuring, maintaining, upgrading and 

managing a SharePoint Server or a Farm.  

  Configuring all service applications like Search, Metadata, 

and User Profile Synchronization etc.  

  Creation of a Content DB and maintaining it.   

  Assignment of proper permission levels for all users of the 

site as well as configuring anonymous access if required.  

  Configuring timer jobs depending on business 

requirements.   

  SharePoint Event Log troubleshooting, search 

administration and troubleshooting, concepts of a farm and 

the planning and implementation of Service Packs and 

Cumulative Updates.  

  Training and supporting the business users in their day to 

day involvement in SharePoint sites.  

  Solid understanding of IIS, Active Directory and Mail 

Configuration.  
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  Configuration of Business Connectivity Services for 

connecting to a SQL database or a WCF service.  

  Implementing practical information architecture to assist 

with information sorting and discovery  

  Configuring SharePoint as Document Management System  

  Integrating SharePoint with other document management 

systems  

  Other responsibilities relevant to SharePoint administration  

Required Technical 

Qualifications:  
 

 

Overall IT experience 9+ years.   

SharePoint administration experience 6 years.  

  Certified with Microsoft SharePoint  

  SharePoint working knowledge of Central Administration, 

STSADM, and the PowerShell administration modules.   

  Strong understanding of what can be done using OOB 

features in SharePoint.  

  Strong understanding with integrating SharePoint - DMS   

 

 

Software Developer I (Oracle EBS)  
Software Developer (Oracle EBS R12 Developer)  

Job Responsibilities & 

Skills  

• Document code consistently throughout the development 

and/or enhancement process.  

• Maintain extensive documentation for the project.  

• Design solutions based upon business requirements and 

user specification.  

• Review technical solutions.  

• Participate in peer code/design reviews to ensure the 

delivery of quality solutions.  

• Oversee the development team on a project when 3rd parties 

are involved in delivery.  

• Interface at an intermediate level with Business User during 

the design, development and testing processes.  

• Review, repair, enhance and develop code.  

• Provide production support as and when required.  



 

27 

 

Required Technical 

Qualifications:  
• A Bachelor’s degree in IT or equivalent.  Overall IT 

experience 6+ years.  

• Oracle R12 development experience 4 years.  

• Must be proficient in creating FSG, XML and Discoverer 

reports. Forms, pages, alerts and workflow development and 

maintenance.  

• Must be highly conversant with PLSQL and must be able to 

develop scripts and queries on an adhoc and regular term 

basis.  

• Expert in Forms Personalization and OAF development and 

customization.  

• Should have hands-on experience in Data Conversion,  

Data Migration, Report Generation and Developing  

Interfaces within several modules in Oracle Applications.  

• Proficient in development of interfaces and conversion 

programs to integrate Oracle Applications modules to import 

data from various sources into Oracle Applications  

• Should be expert in developing Technical design documents 

(MD070), Technical Test documents (TE020), Conversion 

(CV050) and Migration documents (MD0120).  

• Strong in Performance Tuning.  

  Expert in UNIX shells scripting and Performance tuning for 

optimized results using tools like EXPLAIN PLAN, SQL  

TRACE, TKPROF,HINTS, STATSPACK  

  Relevant certifications.  

 

 

Software Developer II (Oracle EBS)  
Software Developer (Oracle EBS R12 Developer)  
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Job Responsibilities & 

Skills  

• Document code consistently throughout the development 

and/or enhancement process.  

• Maintain extensive documentation for the project.  

• Design solutions based upon business requirements and 

user specification.  

• Review technical solutions.  

• Participate in peer code/design reviews to ensure the 

delivery of quality solutions.  

• Oversee the development team on a project when 3rd parties 

are involved in delivery.  

• Interface at an intermediate level with Business User during 

the design, development and testing processes.  

• Review, repair, enhance and develop code.  

• Provide production support as and when required.  

Required Technical 

Qualifications:  
• A Bachelor’s degree in IT or equivalent.  Overall IT 

experience 9+ years.  

• Oracle R12 development experience 6 years.  

• Must be proficient in creating FSG, XML and Discoverer 

reports. Forms, pages, alerts and workflow development and 

maintenance.  

• Must be highly conversant with PLSQL and must be able to 

develop scripts and queries on an adhoc and regular term 

basis.  

• Expert in Forms Personalization and OAF development and 

customization.  

• Should have hands-on experience in Data Conversion,  

Data Migration, Report Generation and Developing  

Interfaces within several modules in Oracle Applications.  

• Proficient in development of interfaces and conversion  

  programs to integrate Oracle Applications modules to import 

data from various sources into Oracle Applications  

  Should be expert in developing Technical design 

documents (MD070), Technical Test documents (TE020),  

Conversion (CV050) and Migration documents (MD0120).  

  Strong in Performance Tuning.  
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  Expert in UNIX shells scripting and Performance tuning for 

optimized results using tools like EXPLAIN PLAN, SQL  

TRACE, TKPROF,HINTS, STATSPACK  

  Relevant certifications.  
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Software Developer I (Frontend Development)  
Software Developer I (Frontend development)  

Job Responsibilities & 

Skills  

• Develop new user-facing features  

• Deliver best-in-class HTML5/CSS3/JQuery front-end code 

across a broad array of interactive/responsive web and 

mobile projects.  

• Ensure the technical feasibility of UI/UX designs  

• Optimize application for maximum speed and scalability  

• Assure that all user input is validated before submitting to 

back-end  

• Develop and test across multiple browsers, platforms and 

devices including smartphones and tablets.  

• Collaborate with other team members   

• Understand Agile methodology   
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Required Technical 

Qualifications:  

• Overall IT experience 6+ years.   

• Frontend development experience 4 years.  

• Proficient understanding of web markup, including HTML5, 

CSS3  

• Proficient understanding of client-side scripting and  

JavaScript frameworks, including jQuery  

• Proficient understanding of responsive web development 

frameworks such as Bootstrap  

• Good understanding of advanced JavaScript libraries and 

frameworks, such as AngularJS, KnockoutJS, BackboneJS, 

ReactJS, DurandalJS,NodeJSetc;  

• Good understanding of asynchronous request handling, 

partial page updates, and AJAX  

• Basic understanding of data exchange formats such as 

JSON,XMLetc;  

• Basic understanding of server-side CSS pre-processing 

platforms, such as LESS and SASS  

• Basic knowledge of image authoring tools, to be able to crop, 

resize, or perform small adjustments on an image. Familiarity 

with tools such as Gimp or Photoshop is a plus.  

• Proficient understanding of cross-browser compatibility 

issues and ways to work around them.  

• Basic understanding of semantic markup.  

  Basic Knowledge of latest tools, technologies, frameworks 

such as HTML5 BoilerPlateetc;  

  Basic understanding of PHP  

  Understanding of OOP  

  Proficient understanding of code versioning tools, such as 

{Git / Mercurial / SVN}  

  Good understanding of SEO principles and ensuring that 

application will adhere to them.  
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Software Developer II (Frontend Development)  
Software Developer II (Frontend development)  

Job Responsibilities & 

Skills  

• Develop new user-facing features  

• Deliver best-in-class HTML5/CSS3/JQuery front-end code 

across a broad array of interactive/responsive web and 

mobile projects.  

• Ensure the technical feasibility of UI/UX designs  

• Optimize application for maximum speed and scalability  

• Assure that all user input is validated before submitting to 

back-end  

• Develop  and test across multiple browsers, platforms and 

devices including smartphones and tablets.  

• Collaborate with other team members and stakeholders  

• Understand Agile methodology and instill best practices into 

the process.  

• Build reusable code and libraries for future use 

 Providing accurate timing estimates on work.  

• Contributing to documentation (instructional, pitch and 

technical specification)   

• Train other non-technical staff particularly designers.   

• Contributing to the company development standards working 

closely with the Head of Development or Technical Director.   

• Discussing technical solutions with clients and providing 

innovative new ideas to solutions.  

• Maintaining a high awareness of industry issues and trends, 

particularly in regard to accessibility, usability, and emerging 

technologies, and keep team members informed as 

appropriate, with a view to incorporating these in future 

projects and staying ahead of the market and position 

yourself and the company as a digital specialist.   

• Constantly seeking to develop yourself by learning new 

technologies and keeping abreast of your markets 

developments.   

• Excitement about emerging web technologies.  
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Required Technical 

Qualifications:  

• Overall IT experience 9+ years.   

• Frontend development experience 6 years.  

  Proficient understanding of web markup, including HTML5,  

CSS3  

  Proficient understanding of client-side scripting and  

JavaScript frameworks, including jQuery  

  Proficient understanding of responsive web development 

frameworks such as Bootstrap  

  Good understanding of advanced JavaScript libraries and 

frameworks, such as AngularJS, KnockoutJS, BackboneJS,  

ReactJS, DurandalJS,NodeJSetc;  

  Good understanding of asynchronous request handling, 

partial page updates, and AJAX  

  Basic understanding of data exchange formats such as  

JSON,XML etc;  

  Basic understanding of server-side CSS pre-processing 

platforms, such as LESS and SASS  

  Basic knowledge of image authoring tools, to be able to 

crop, resize, or perform small adjustments on an image.  

Familiarity with tools such as Gimp or Photoshop is a plus.  

  Proficient understanding of cross-browser compatibility 

issues and ways to work around them.  

  Basic understanding of semantic markup.  

  Basic Knowledge of latest tools, technologies, frameworks 

such as HTML5 BoilerPlateetc;  

  Basic understanding of PHP  

  Understanding of OOP  

  Proficient understanding of code versioning tools, such as 

{Git / Mercurial / SVN}  

  Good understanding of SEO principles and ensuring that 

application will adhere to them.  

  Good understanding of Web Accessibility   

 

Software Developer I (Software Testing & QA)  
Software Developer I (Software Testing & QA)  
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Job Responsibilities & 

Skills  
 Implement engagement review and quality assurance 

procedures in accordance with PHCC’s methodology to 

ensure profitable and successful execution of the project as 

measured by set goals and customer satisfaction.  

 

  Monitor and schedule the projects as per the resource 

availability and business requirements.  

  Coordinate between various departments within IT to 

ensure the progress of the ongoing projects.  

  Effectively communicate relevant project/ practice 

information to superiors and peers.  

  Report project progress and problems to management on a 

timely basis.  

  Prepare the project lifecycle standards and assign to each 

project the phases required depending on the size of each 

project.  

  Prepare the project initiation reports, project closure reports 

and all other requisite reports on a timely basis.  

  Minimize risk exposure by managing the scope and 

mitigating risk across projects.  

  Serve as key participant in team and client meetings.  

  Provide staff contingency policies and guidelines to ensure 

lowest impact as a result of staff absence or departure.  

  Handle difficult project personnel situations directly, using 

appropriate discretion.  

  Ensure high standards of confidentiality to safeguard 

sensitive information.  

  Adopt teamwork approach.  

  Good interpersonal and communication skills.  

Required Technical 

Qualifications:  
 

 

A Bachelor’s degree in IT or equivalent. 

Overall IT experience 6+ years.   

  Technical/Functional Testing experience 4 years.  

  Zeal coupled with best practices to deliver best quality 

products.  

  Expert in Web application testing using automation tools.  
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  Thorough experience in functional, performance, load 

testing, integration testing.  

  Experience of testing on Oracle EBS, SharePoint is an 

advantage.  

  Mobile application testing is an advantage.  

  Comfortable with querying databases to create and validate 

test data using SQL tools.  

  Relevant certifications.  
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Software Developer II (Software Testing & QA)  
Software Developer II (Software Testing & QA)  

Job Responsibilities & 

Skills  

• Involved in all the SDLC stages to identify, suggest, plan, 

execute and consistently maintain the product quality of the 

software deliverable.  

• Builds up a testing strategy, utilizing the same in each project 

encouraging best practices.  

• Responsible for overall quality of delivered software 

products.  

• Implement rigorous testing processes and coordinate testing 

activities of both functional testing (requirementbased, 

business-process-based, and use-case) and nonfunctional 

testing (load, performance, stress, security, stability, 

compatibility - backward and forward and usability) for the 

project.  

• Create test plans, write test cases, and execute tests in 

multiple configurations and environments throughout the 

project engagement.  

• Provide leadership, support, and ongoing guidance to 

members of the QA team.  

• Track QA program interdependencies, milestones, and 

deliverables to ensure timely and successful project 

implementation and deployment.  

• Manage testing feedback, lead defect prioritization, and 

communicate regularly with discipline leads to ensure proper 

resolution in a timely fashion.  

• Manage the bug tracking process, track issues status and 

resolution progress, and create quality matrices for the 

project team.  

Required Technical 

Qualifications:  
• A Bachelor’s degree in IT or equivalent.  Overall IT 

experience 9+ years.   

• Technical/Functional Testing experience 6 years.  

• Zeal coupled with best practices to deliver best quality 

products.  

• Expert in Web application testing using automation tools.  

• Thorough experience in functional, performance, load 

testing, integration testing.  
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  Experience of testing on Oracle EBS, SharePoint is an 

advantage.  

  Mobile application testing is an advantage.  

  Comfortable with querying databases to create and validate 

test data using SQL tools.  

  Relevant certifications.  
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Software Developer (Systems Integration)  
Software Developer (Systems Integration)  

Job Responsibilities & 

Skills  

• Provides enterprise wide technical integration solutions 

promoting standardization and reuse.  

• Creation of an enterprise service bus platform that will be 

available as a service for the entire organization and 

connecting to partners.  

• Ensure technology integration with web servers, application 

servers, messaging and integration solutions, security and 

identity solutions.  

• Analyze business requirements to design, architect, develop 

and implement highly efficient, highly scalable system 

solutions that meet defined standards.  

• Understand the integration and orchestration needs of 

interrelated suites of applications.  

• Minimize complexity by using modern integration platforms 

and techniques to provide effective abstractions to 

stakeholder systems.  

• Ensure consistency of customer and internal data between 

systems by implementing integration patterns, platforms, and 

technologies.  

• Promote unification of the platform by documenting best 

practices, sharing work, and assisting integrators.  

• Analyzing business requirements and building Use Cases 

and translating business requirements to clear technical 

specifications.  
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Required Technical 

Qualifications:  

• Overall IT Experience: 9+ years.  

• 6+ years of experience in designing and developing ESB 

projects that require the participation and collaboration of 

cross-functional entities  

• Minimum 3+ years of experience with leading  application 

server platforms.  

• Java/J2EE development and ESB Integration experience.  

• Strong design architectural principles in distributed systems 

concepts (SOA, Web Services) and the related standards  

(SOAP, XML, WSDL, WADL, JMS ) 

• Implementation experience in Enterprise Integration  

  Patterns (EIP) and its core concepts.   

  Strong exposure and hands on experience in building and 

development Environment for JBoss Fuse/Apache Camel.  

Any other opensource ESB can also be considered.   

  Experience with ESB performance monitoring; and 

troubleshooting ESB performance issues.  

  Knowledge and experience of Apache Maven.   

  Experience in performance monitoring, API Management.  

  Experience in a HealthCare industry and protocols like HL7 

is a plus.  

  Relevant Certifications.  
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Software Developer I (.Net& SharePoint)  
Software Developer I (.Net & SharePoint)  

Job Responsibilities & 

Skills  

• Develops software solutions by studying requirements 

analysis and information needs; conferring with 

stakeholders and IT Management.   

• Designs, develops, debugs, produces, refines, tests, 

deploys, maintains and documents SharePoint/Web 

solutions using customized as well as out-of-the-box 

functionality including web parts, forms, templates and 

master pages.   

• Microsoft .NET development to extend and augment the 

SharePoint platform.   

• Customizing and creating new solutions using CSOM and 

SCOM and creating SharePoint apps.   

• Learn and adopt new tools and techniques to increase 

performance    

• Adheres to coding standards, industry best practices in 

development.  

Required Technical 

Qualifications:  

• Overall IT experience - 4+ years   

• SharePoint experience - 2 years.   

• Strong skills required in SharePoint  Development, .NET  

Development, Visual Studio  Development with Source 

Control, SharePoint/ASP.NET web configuration and 

deployment, JQuery and JavaScript in ASP.NET  
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Software Developer II (.Net& SharePoint)  
Software Developer II (.Net & SharePoint)  

Job Responsibilities & 

Skills  

• Develops software solutions by studying requirements 

analysis and information needs; conferring with 

stakeholders and IT Management.   

• Designs, develops, debugs, produces, refines, tests, 

deploys, maintains and documents SharePoint/Web 

solutions using customized as well as out-of-the-box 

functionality including web parts, forms, templates and 

master pages.   

• Microsoft .NET development to extend and augment the 

SharePoint platform.   

• Customizing and creating new solutions using CSOM and 

SCOM and creating SharePoint apps.   

• Learn and adopt new tools and techniques to increase 

performance    

• Adheres to coding standards, industry best practices in 

development. 

Required Technical 

Qualifications:  

• A Bachelor’s degree in IT or equivalent.  

• Overall IT experience  6+ years   SharePoint experience 

4 years.  

• Strong skills required in SharePoint  Development, .NET  

Development, Visual Studio  Development with Source 

Control, SharePoint/ASP.NET web configuration and 

deployment, JQuery and JavaScript in ASP.NET   

• Development of complex SharePoint sites for internet as 

well as enterprise standard Intranet.  

• Development skills with both CSOM and SCOM.  

• Working knowledge of SharePoint Integrations.  

• Preferred integration experience of SharePoint with other 

Document management systems, K2 BPM, and any .Net 

WCM.  

• Relevant certifications.  
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Software Developer III (.Net& SharePoint)  
Software Developer III (.Net & SharePoint)  

Job Responsibilities & 

Skills  

• Manage the overall solution architecture and design of the 

solution for new requirements and enhancements   

• Understand business goals and drivers and translate those 

into an appropriate technical solution   

• Design, develop, test and deliver custom SharePoint 

solutions, workflows and components.   

• Designs, develops, debugs, produces, refines, tests, deploys, 

maintains and documents SharePoint/Web solutions using 

customized as well as out-of-the-box functionality including 

web parts, forms, templates and master pages  

• Maintain security for SharePoint servers, services, and 

applications. Create sites, templates, workflows, lists and 

libraries to support firm initiatives.   

• Microsoft .NET development to extend and augment the 

SharePoint platform.   

• Performs software design using software development 

fundamentals and processes, debug, test, and deploy 

software solutions.    

• Research, analyze and select technical approaches for 

solving difficult and challenging development and integration 

problems.   

• Analyze and resolve problems related to performance, data, 

software, servers, and usage.  

• Ensure that all enhancements/changes and upgrades are 

implemented per specification and in a compliant manner.  

• Ability to configure SharePoint in order to meet process, 

functional and security needs of the business.   
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Required Technical 

Qualifications:  

• A Bachelor’s degree in IT or equivalent.  

• Overall IT experience 9+ years.   

• SharePoint experience 6 years.  

• Is an expert in SharePoint and .NET as technical domain. 

• Should have lead enterprise level SharePoint 

implementations.  

  Architecting and designing SharePoint as WCM, SharePoint 

as Document Management, SP as Records management, 

SP search, and taxonomy.  

  Thorough working knowledge of SharePoint Integrations.  

  Integration experience of SharePoint with other Document 

management systems, K2 BPM, and any .Net WCM.  

  Relevant certifications.  
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Software Developer I (Data Integration/OBIEE)  
Software Developer (Data Integration/OBIEE)  

Job Responsibilities & 

Skills  

• Design, develop, test, and deploy dashboards, reports and ad 

hoc analytics utilizing a mix of BI tools, scripting as required, 

APIs for seamless end user experience.  

• Design and develop custom made business intelligence 

solution according to the business requirement using BI 

applications.  

• Support and implement OBIA best practices throughout the 

BI SDLC.  

• Prepare, enhance and configure meta data and data models 

using OBIEE.  

• Build interactive dashboards with drill down effect through 

Oracle BI Answer.  

• Develop and design complex data structures, ad hoc queries, 

reports and analytics.  

• Develop the repository models and create variables in the 

repository.  

• Oversee the security of data warehousing and produce alert 

system.  

• Improvise query performance using SQL Query and filters, 

thus aiding in smooth operation of the query execution.  

• Develop and document the functional and technical BI 

requirements including data lifecycles.  

• Create and maintain documentation for BI systems for 

enabling frontline operations support teams.  

• Document code consistently throughout the development 

and/or enhancement process.  
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Required Technical 

Qualifications:  
• A Bachelor’s degree in IT or equivalent.  Overall IT 

experience 6+ years.   

• Oracle OBIEE experience 4 years.  

• Relevant certifications.  

• Experience in installing, configuring, validating and 

maintaining OBI Analytics applications such as Financial 

Analytics, Procurement and Spend Analytics, HR Analytics,  

Projects Analytics and Supply Chain and Order Management 

Analytics.  

  Experience gathering requirements and translating to 

design concepts for business review for BI applications.  

  Experience with the OBIEE 11g Unified Framework creating 

reports, dashboards, KPIs, Scorecards. 

  Experience in other Data Integration tools is a plus.  

  Experience in other Data visualization tools like Qlik view, 

MS BI is a plus.  
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Software Developer II (Data Integration/OBIEE)  
Software Developer (Data Integration/OBIEE)  

Job Responsibilities & 

Skills  

• Design, develop, test, and deploy dashboards, reports and ad 

hoc analytics utilizing a mix of BI tools, scripting as required, 

APIs for seamless end user experience.  

• Design and develop custom made business intelligence 

solution according to the business requirement using BI 

applications.  

• Support and implement OBIA best practices throughout the 

BI SDLC.  

• Prepare, enhance and configure meta data and data models 

using OBIEE.  

• Build interactive dashboards with drill down effect through 

Oracle BI Answer.  

• Develop and design complex data structures, ad hoc queries, 

reports and analytics.  

• Develop the repository models and create variables in the 

repository.  

• Oversee the security of data warehousing and produce alert 

system.  

• Improvise query performance using SQL Query and filters, 

thus aiding in smooth operation of the query execution.  

• Develop and document the functional and technical BI 

requirements including data lifecycles.  

• Create and maintain documentation for BI systems for 

enabling frontline operations support teams.  

• Document code consistently throughout the development 

and/or enhancement process.  
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Required Technical 

Qualifications:  
• A Bachelor’s degree in IT or equivalent.  Overall IT 

experience 9+ years.   

• Oracle OBIEE/Data Integration experience 6 years.  

• Relevant certifications.  

• Experience in installing, configuring, validating and 

maintaining OBI Analytics applications such as Financial 

Analytics, Procurement and Spend Analytics, HR Analytics,  

Projects Analytics and Supply Chain and Order Management 

Analytics.  

  Experience gathering requirements and translating to 

design concepts for business review for BI applications.  

  Experience with the OBIEE 11g Unified Framework creating 

reports, dashboards, KPIs, Scorecards. 

  Experience in other Data Integration tools is a plus.  

  Experience in other Data visualization tools like Qlik view, 

MS BI is a plus.  
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Senior System Specialist  
Senior System Specialist  
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Job Responsibilities & 

Skills  

• Develops new system and application implementation 

plans, custom scripts and testing procedures to ensure 

operational reliability. Trains Systems Specialists in how to 

use new software and hardware developed and/or acquired  

• Guide or provide work direction to Systems Specialists, 

contract staff and/or student employees. Determines 

appropriate coverage for all hours of operation.  

• Performs troubleshooting as required. As such, leads 

problem-solving efforts often involving outside vendors and 

other support personnel and/or organizations.  

• Establishes guidelines and methods for the installation and 

management of the host computer operating systems, disk 

arrays, fiber channel switches, tape libraries and other 

components.  

• Ensures high availability and acceptable levels of 

performance of mission critical host computer resources.  

• Develops procedures to maintain security and protect 

systems from unauthorized use, acts of nature and user 

abuse.  

• Develops procedures, programs and documentation for 

backup and restoration of host operating systems and 

hostbased applications.  

• Develops and coordinates project directions and schedules 

to maximize benefits and minimize impacts on the customer 

organizations. Provides leadership in planning and 

implementation of projects for computer operations and 

enterprise systems administration.  

• Develops tools, procedures, and training sessions for 

Operations, Client Support and Systems Development staff 

to assist with work.  

• Manages the data center and computer host systems 

including hardware, software and equipment such as 

airconditioning system, UPS (uninterrupted power system) 

and fire protection system.  

• Stays current with technological developments in systems 

administration technology and recommends ways for PHCC  
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  to take advantage of new technology.  

  Assist project teams with technical issues in the Initiation 

and Planning phases of our standard Project Management 

Methodology.  

  Oversee the Installation of new servers and configure 

hardware, peripherals, services, settings, directories, 

storage, etc. in accordance with standards and 

project/operational requirements.  

  Analyze information processing or computation needs and 

plan and design computer systems, using techniques such 

as structured analysis, data modelling and information 

engineering.  

  Lead the technical research and development to enable 

continuing innovation within the infrastructure.  

  Ensure high standards of confidentiality to safeguard 

sensitive information.  

  Maintain and manage monthly baseline of documented 

procedures.  

  Adopt teamwork approach.  

  Good interpersonal and communication skills.  

  Experienced in SQL cluster design and management  

  Experienced in Virtualized infrastructure  

  Experienced with Microsoft System Center suites  

  Experienced with Backup and Archival suites  

  Experienced in EMC storage management  

Required Technical 

Qualifications:  
 

 

A Bachelor degree in IT or equivalent.  

Microsoft Certified System Engineer (MCSE/MCITP); 

Microsoft Certified System Administrator (MCSA).  

  Systems Administration/System Engineer certification in 

Unix and Microsoft.  

  Linux Certification (eg: RHCE)  

  VMware Certification (eg: VCP 5, VSphere ICM V6)  

  EMC Professional Certification (eg: E20-547, E05-001)  

  Minimum of 9 years in the field of MS Server and/or 

Linux/Unix Server Administration.  
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  ITILV3 Certified.  

  Minimum 3 years of experience to Manage/Lead a technical 

team  

  Sound communication skills with management, teams,  

  vendors and systems administrators.  

  Ability to handle multiple projects and deadlines.  

  Experienced in system licensing and security certificates  

  Experienced with Disaster Recovery solution  

  Experienced to manage Tier 3 or higher Data Center 
systems  

  Experience in VBlock/Hyper converged systems is an 

advantage   

  Project Management Professional (PMP) is a PLUS 

  Experience in Network Virtualization (NSX) and Software 

Defined Data Center (SDDC) is a PLUS 

 

System Specialist  
System Specialist   

Job Responsibilities & 

Skills  
 Assist project teams with technical issues in the Initiation 

and Planning phases of our standard Project Management 

Methodology.  

  Install new / rebuild existing servers and configure 

hardware, peripherals, services, settings, directories, 

storage, etc. in accordance with standards and 

project/operational requirements.  

  Install and configure systems such as supports 

infrastructure applications or Asset Management 

applications.   

  Work closely to the Senior System specialist to develop and 

maintain installation and configuration procedures.  

  Perform daily system monitoring, verifying the integrity and 

availability of all hardware, server resources, systems and 

key processes, reviewing system and application logs, and 

verifying completion of scheduled jobs such as backups.   
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  Perform regular security monitoring to identify any possible 

intrusions.  

  Perform daily backup operations, ensuring all required file 

systems and system data are successfully backed up to the 

appropriate media, recovery tapes or disks are created, and 

media is recycled and sent off site as necessary.   

  Perform regular file archival and purge as necessary.  

  Create, change, and delete user accounts per request.  

  Repair and recover from hardware or software failures.  

Coordinate and communicate with impacted constituencies.  

  Ensure high standards of confidentiality to safeguard 

sensitive information.  

  Maintain and manage monthly baseline of documented 

procedures.  

  Adopt teamwork approach.  

  Good interpersonal and communication skills.  

  Experienced in Virtualized infrastructure  

  Experienced with Microsoft System Center suites  

  Experienced in SQL cluster design and management  

  Experienced with Backup and Archival suites  

  Experienced in EMC storage management  

Required Technical 

Qualifications:  
 

 

A Bachelor degree in IT or equivalent.  

ITILV3 Certified.  

  Microsoft Certified System Engineer (MCSE/MCITP); 

Microsoft Certified System Administrator (MCSA).  

  Linux Certification (eg: RHCE)  

  EMC Professional Certification (eg: E20-547, E05-001)  

  Systems Administration/System Engineer certification in 

Unix and Microsoft.  

  VMware Certification (eg: VCP 5, VSphere ICM V6)  

  Minimum of 7 years in the field of IT system Administration.  

  Experience in VBlock/Hyper converged systems is an 

advantage   
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  Experienced to manage Tier 3 or higher Data Center 

systems  

 

 

Senior Network Specialist  
Senior Network Specialist  

Job Responsibilities & 

Skills  

• Adhere to PHCC’s procedures and guidelines for design, 

selection, implementation and maintenance of network 

components as well as change management process.  

• Properly administer network software, hardware, and 

components and ensure the availability of the network  

 

  infrastructure.   

  Control network devices/components and coordinate 

network access and use.  

  Monitor network equipment for outages, traffic problems 

and service levels, and provide problem resolution when 

needed.   

  Analyze equipment performance records to determine the 

need for repair, replacement or enhancement.   

  Anticipate potential networking problems and implement 

preventive measures.   

  Perform routine network component startup and shutdown 

procedures, and maintain control records.   

  Maintain equipment or coordinate with suppliers and 

subcontractors to ensure high availability and service 

levels.  

  Maintain logs related to network functions, as well as 

maintenance and repair records.   

  Maintain current documentation including logical and 

physical network designs and layout diagrams.   

  Manage small to medium sized projects according to agree 

upon budgets and schedules.   

  Strong knowledge of Routing and Switching  Protocols such 

as OSPF,EIGRP,BGP,MPLS,VPC  
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  Strong knowledge of Security technologies such as IPS  

,DPI, Load balancing ,VPN  

  implementation techniques and tools for the most efficient 

solution to meet business needs, including present and 

future capacity requirements  

  The incumbent will undertake any such related duties or 

responsibilities as directed.  

  Ensure high standards of confidentiality to safeguard any 

sensitive information.  

   will also be responsible for creating proposals for 

enhancing current standards, by working with business 

units, vendors, partners and other engineering resources 

  Maintain and manage monthly baseline of documented 

procedures.  

  Ensure high standards of confidentiality to safeguard.  

  Influencing, leading, and delegating abilities 

  Critical thinking, decision making and problem solving skills 

  Ability to achieve the target within given time 

  Adopt teamwork approach.  

  Ability to work under pressure   

  Good interpersonal and communication skills.  

  Experience of working within an ITIL framework  

  Experienced with  Nexus OS ,VPC, Fabric Path …. etc.    

  Experienced with Next Generation FW such as  

PALOALTO, Sourcefire   

  Experienced with Remote Access VPN and Site to site VPN 

  Experienced with Proxy and Filtering Devices such as  

WSA, Bluecoat   

  Experienced with Wireless Technology  

  Experienced with Cisco Voice Technology  

Required Technical 

Qualifications:  
 

 

A Bachelor degree in IT or equivalent.  

Cisco Certified (CCNA,CCNP,CCSP,CCIE,ITILV3).  

  Minimum of 9 years in the field of IT networks.  
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  Minimum of 3 years experience to Manage/Lead a technical 

team  

  Experienced to manage Tier 3 or higher Data Center 

Networks  

  Project Management Professional (PMP) is a PLUS  

  CISA and CEH certification is a PLUS  

  Network Virtualization (NSX) and software defined Data  

Center (SDDC) is a PLUS  

 

Network Specialist  
Network Specialist    

Job Responsibilities & 

Skills  
 Install, set-up, configure, and maintain network software, 

hardware, and components including workstations, 

communication lines, cabling, and equipment according to 

the overall objectives of PHCC.   

  Adhere to PHCC’s procedures and guidelines for design, 

selection, implementation and maintenance of network  

 

  components as well as change management process.  

  Properly administer network software, hardware, and 

components and ensure the availability of the network 

infrastructure.   

  Control network devices/components and coordinate 

network access and use.  

  Back-up network software, hardware, components 

configuration files and logs on a regular basis, according to 

the PHCC’s Information Technology policies and 

procedures, standards, and guidelines.   

  Implement preventive measures to block any unauthorized 

access to PHCC Networks.  

  Conduct and diagnose periodic security health checks to 

identify any possible network or security threats.  

  Monitor network equipment for outages, traffic problems and 

service levels, and provide problem resolution when 

needed.   
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  Analyze equipment performance records to determine the 

need for repair, replacement or enhancement.   

  Anticipate potential networking problems and implement 

preventive measures.   

  Perform routine network component startup and shutdown 

procedures, and maintain control records.   

  Maintain equipment or coordinate with suppliers and 

subcontractors to ensure high availability and service levels.  

  Maintain logs related to network functions, as well as 

maintenance and repair records.   

  Maintain current documentation including logical and 

physical network designs and layout diagrams.   

  Manage small to medium sized projects according to agree 

upon budgets and schedules.   

  The incumbent will undertake any such related duties or 

responsibilities as directed.  

  Ensure high standards of confidentiality to safeguard 

sensitive information.  

  Maintain and manage monthly baseline of documented 

procedures.  

  Experienced with  Nexus OS ,VPC, Fabric Path …. etc.    

  Experienced with Next Generation FW such as  

PALOALTO, Sourcefire   

  Experienced with Remote Access VPN and Site to site VPN 

  Experienced with Proxy and Filtering Devices such as  

WSA, Bluecoat   

  Experienced with Wireless Technology  

  Experienced with Cisco Voice Technology  

  Adopt teamwork approach.  

  Good interpersonal and communication skills.  

Required Technical 

Qualifications:  
 

 

A Bachelor degree in IT or equivalent.  

ITILV3 Certified.  

  Cisco Certified (CCNA,CCNP,CCIE).  
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  Minimum of 7 years in the field of IT networks.  

  Experienced to manage Tier 3 or higher Data Center 

Networks  

 

 

  

Senior Security Specialist  
Senior Security Specialist  
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Job Responsibilities & 

Skills  

• Develop and implement processes for detecting, identifying 

and analyzing security-related events.   

• Ensure the development and implementation of the PHCC’s 

information security policies and procedures and ensure 

timely updating thereof in light of changing circumstances/ 

best practices/ regulatory directives.  

• Monitor compliance with the PHCC’s information security 

policies and procedures and referring issues noted to 

appropriate divisional/ departmental heads.   

• Monitor controls in place (manual/ system) to ensure that 

appropriate information access levels and security 

clearances are maintained.   

• Monitor changes in legislation and accreditation standards 

that affect information security.  

• Ensure that risk identification, analysis and mitigation 

activities are integrated into the information security life cycle.   

• Ensure adequacy of the network security architecture 

(including LAN, WAN and internet), network access and 

manage security devices such as firewall, IDS, VPN, etc.   

• Assess the adequacy of security frameworks for existing and 

new systems.  

• Initiate, facilitate and promote activities to foster information 

security awareness within the Group.  

• Support day-to-day administration of various firewalls,  

Active directory, Cisco Security Appliances, Linux…etc.   

• Provide technical support and consultation for enhancement 

of and change to network security configuration.  

• Ensure high standards of confidentiality to safeguard 

sensitive information.  

• Maintain and manage monthly baseline of documented 

procedures.  

• Adopt teamwork approach.  

• Good interpersonal and communication skills. 
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Required Technical 

Qualifications:  
 

 

A Bachelor degree in IT or equivalent.  

CompTIA Security+.  

  ITILV3 Certified  

   Cisco Security Certified   

Must be  CCNP R&S and  CCNP Security, CCIE- 

Security preferred    

  Certification in CISA and CEH  

  Minimum one year of SIEM Solutions.  

  Minimum of 9 years in the field of IT Security.  

  Project Management Professional (PMP) is a PLUS 

  Experience in Network Virtualization (NSX) and Software  

Defined Data Center (SDDC) is a PLUS  

 

Security Specialist  
Security Specialist   

Job Responsibilities & 

Skills  
 Develop and implement processes for detecting, identifying 

and analyzing security-related events.   

  Ensure the development and implementation of the PHCC’s 

information security policies and procedures and ensure 

timely updating thereof in light of changing circumstances/ 

best practices/ regulatory directives.  

  Monitor compliance with the PHCC’s information security 

policies and procedures and referring issues noted to 

appropriate divisional/ departmental heads.   

  Monitor controls in place (manual/ system) to ensure that 

appropriate information access levels and security 

clearances are maintained.   

  Monitor changes in legislation and accreditation standards 

that affect information security.  

  Ensure that risk identification, analysis and mitigation 

activities are integrated into the information security life 

cycle.   

  Ensure adequacy of the network security architecture 

(including LAN, WAN and internet), network access and 

manage security devices such as firewall, IDS, VPN, etc.   
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  Assess the adequacy of security frameworks for existing 

and new systems.  

  Initiate, facilitate and promote activities to foster information 

security awareness within the Group.  

  Support day-to-day administration of various firewalls,  

Active directory, Cisco Security Appliances, Linux…etc.   

  Provide technical support and consultation for enhancement 

of and change to network security configuration.  

  Ensure high standards of confidentiality to safeguard 

sensitive information.  

  Maintain and manage monthly baseline of documented 

procedures.  

  Adopt teamwork approach.  

  Good interpersonal and communication skills. 

Required Technical 

Qualifications:  
 

 

A Bachelor degree in IT or equivalent.  

CompTIA Security+.  

  ITILV3 Certified  

   Cisco Security Certified   

Must be  CCNP R&S and  CCNP Security, CCIE- 

Security preferred    

  Certification in CISA and CEH  

  Minimum one year of SIEM Solutions.  

  Minimum of 7 years in the field of IT Security.  

 

 

 

  

Senior Infrastructure System Architect  
Senior Infrastructure System Architect  
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Job Responsibilities & 

Skills  

• Recommends and participates in activities related to the 

design, development and maintenance of the Enterprise 

Architecture.  

• Researches overall ICT solutions on the market for particular 

technical requirements and business needs.  

• Conducts and/or actively participates in meetings related to 

the designated project/s, both locally and internationally, with 

clients and/or partners.  

• Advises and recommends enterprise architecture strategies, 

processes and methodologies.  

• Participates in and manages Architecture Working Groups for 

the development and maintenance of the EA.  

• Recommends and participates in the development of 

architecture blueprints for related systems.  

• Participates in the design and implementation of IT service 

management standards, tools and methodologies.  

• Recommends and participates in the design and 

implementation of standards, tools and methodologies.  

• Identifies implementation risks and analyses potential impact 

on the enterprise and on the achievement of scheduled 

objectives.  

• Identifies and recommends areas appropriate for further 

study and participates in any Proof of Concept projects 

required to thoroughly investigate architectural possibilities 

and strengthen arguments for their adoption.  

• Collaborates with all relevant parties in order to review the 

objectives and constraints of each solution and determine 

conformance with the EA. Recommends the most suitable 

technical architecture and defines the solution at a high level.  

• Shares best practices, lessons learned and constantly 

updates the technical system architecture requirements 

based on changing technologies, and knowledge related to 

recent, current and up-coming vendor products and solutions.  

• Recommends and participates in the analysis, evaluation  
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  and development of enterprise long-term strategic and 

operating plans to ensure that the EA objectives are 

consistent with the enterprise’s long-term business 

objectives.  

  Ensure high standards of confidentiality to safeguard 

sensitive information.  

  Maintain and manage monthly baseline of documented 

procedures.  

  Experienced in infrastructure  

  Experienced in Virtualized infrastructure  

  Experienced with Microsoft System Center suites  

  Experienced with Backup and Archival suites  

  Experienced in EMC storage management  

  Adopt teamwork approach.  

  Good interpersonal and communication skills. 

Required Technical 

Qualifications:  
 

 

A Bachelor degree in IT or equivalent.  

ITILV3 Certified  

  Certification in TOGAF or other EA framework in a plus.  

  Certification in two or more of the following areas:  

MCSE/MCITP, MCSD, MCTS, CCNP, Java, Linux, 

Oracle,VMware.  

  Experience as technical lead for a major technology 

implementation.  

  Minimum 9 years relevant technical experience in the ICT 

field.  

  Minimum 3 years of experience to Manage/Lead a technical 

team  

  Certification in Project Management (PMP)  

  Experienced with Disaster Recovery infrastructure  

  Experienced to manage Tier 3 or higher Data Center 
infrastructure  

  Experienced in VBlock/Hyper converged systems   

  Experienced to manage multi-site, multi-Data center 

infrastructure    
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  Experience in Network Virtualization (NSX) and Software  

Defined Data Center (SDDC) is a PLUS  

 

Infrastructure System Architect  
Infrastructure System Architect  
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Job Responsibilities & 

Skills  

• Recommends and participates in activities related to the 

design, development and maintenance of the Enterprise 

Architecture.  

• Researches overall ICT solutions on the market for particular 

technical requirements and business needs.  

• Conducts and/or actively participates in meetings related to 

the designated project/s, both locally and internationally, with 

clients and/or partners.  

• Advises and recommends enterprise architecture strategies, 

processes and methodologies.  

• Participates in and manages Architecture Working Groups 

for the development and maintenance of the EA.  

• Recommends and participates in the development of 

architecture blueprints for related systems.  

• Participates in the design and implementation of IT service 

management standards, tools and methodologies.  

• Recommends and participates in the design and 

implementation of standards, tools and methodologies.  

• Identifies implementation risks and analyses potential impact 

on the enterprise and on the achievement of scheduled 

objectives.  

• Identifies and recommends areas appropriate for further 

study and participates in any Proof of Concept projects 

required to thoroughly investigate architectural possibilities 

and strengthen arguments for their adoption.  

• Collaborates with all relevant parties in order to review the 

objectives and constraints of each solution and determine 

conformance with the EA. Recommends the most suitable 

technical architecture and defines the solution at a high level.  

• Shares best practices, lessons learned and constantly 

updates the technical system architecture requirements 

based on changing technologies, and knowledge related to 

recent, current and up-coming vendor products and 

solutions.  

• Recommends and participates in the analysis, evaluation  
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  and development of enterprise long-term strategic and 

operating plans to ensure that the EA objectives are 

consistent with the enterprise’s long-term business 

objectives.  

  Ensure high standards of confidentiality to safeguard 

sensitive information.  

  Maintain and manage monthly baseline of documented 

procedures.  

  Experienced in infrastructure  

  Experienced in Virtualized infrastructure  

  Experienced with Microsoft System Center suites  

  Experienced with Backup and Archival suites  

  Experienced in EMC storage management  

  Adopt teamwork approach.  

  Good interpersonal and communication skills. 

Required Technical 

Qualifications:  
 

 

A Bachelor degree in IT or equivalent.  

ITILV3 Certified  

  Certification in TOGAF or other EA framework in a plus.  

  Certification in two or more of the following areas: MCSE, 

MCSD, MCTS, CCNA, Java, Linux, Oracle,VMware.  

  Experience as technical lead for a major technology 

implementation.  

  Minimum 7 years relevant technical experience in the ICT 

field.  

  Certification in Project Management (PMP) is PLUS  

  Experienced with Disaster Recovery infrastructure  

  Experienced to manage Tier 3 or higher Data Center 
infrastructure  

  Experienced in VBlock/Hyper converged systems   

  Experienced to manage multi-site, multi-Data center 

infrastructure    
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Network Technician  
Network Technician   

Job Responsibilities & 

Skills  
 Assist the Network Specialist in complex tasks relating to 

circuit and router replacement project, Network monitoring, 

operations, installation, testing and/or maintenance for 

local, off-site and/or remote locations.   

  Provide technical assistance and guidance to less 

experienced Technicians.   

  Maintain the integrity and connectivity of Network 

communication elements.   

  Interface with user and vendor to identify and resolve 

Network malfunctions.   

  Participate in network infrastructure implementation 

projects.   

  Support and maintain the network infrastructure installed 

throughout the corporation premises.   

  Monitor and analyze the performance and status of all 

Network facilities.  

  Handle complex Network tasks and activities; identify and 

resolve complex Network problems.  

  Support and troubleshoot the telecommunications 

equipment in the data and voice Network environments.   

  Troubleshoot and solves problems associated with network 

infrastructure.  

  Maintain up to date inventories of network hardware and 

software installed.   

  Conduct an up-to-date inventory count of network hardware 

under the supervision of the Network Specialist.   

  The incumbent will undertake any such related duties or 

responsibilities as directed.   

  Ensure high standards of confidentiality to safeguard 

sensitive information.  

  Maintain and manage monthly baseline of documented 

procedures.  

  Experienced with Wireless Technology  
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  Experienced with Cisco Voice Technology  

  Adopt teamwork approach.  

  Good interpersonal and communication skills.  

Required Technical 

Qualifications:  
 

 

A Bachelor degree in IT or equivalent.  

Cisco Certified Network Associate (CCNA) Certification.  

  Minimum of 3+ years in the IT network field. 

 

 

HIS Project Manager (e-Health)  
HIS Project Manager (e-Health)  
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Job Responsibilities & 

Skills  

• Plan, schedule, conduct and coordinates the technical and 

management aspects of projects.   

• Prepare Scope of Work for the Department’s projects.  

 Assist in the preparation of strategy project proposals.  

• Prepare Project Execution Plans, including project resource 

requirements.  

• Monitor the budget and track trends.   

• Participate in project related meetings and resolve 

management project issues.   

• Provide expert advice and direction to others by the timely 

application of technical and/or project management 

professionalism at key points in the project process.   

• Influence and direct the scale, nature, timing and execution of 

capital investments to meet changing requirements.  

• Set success criteria for projects; formulate and deliver project 

execution strategies ensuring successful delivery of the 

project through a project team.   

• Ensure the work of the project complies with best practice 

standards, current and future legislative requirements, and  

PHCC’s guidelines.   

• Ensure full integration between all phases of assigned 

projects, including commissioning and start up activities and 

the design and construction phases.   

• The incumbent will undertake any such related duties or 

responsibilities as directed.  

• Ensure high standards of confidentiality to safeguard any 

sensitive information.  

• Excellent verbal and written communication.  

  Analytical and issue resolution skills.  

  Understands data manipulation including data mapping / 

data translation, data validation.  

  Strong Customer Service /communication skills & Detail 

oriented.  

  Excellent written and verbal communication, interpersonal 

skills.  
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  Ability to work with and relate to internal and external 

stakeholders.  

  Able to produce and maintain electronic and paper based 

records for services, contracts and communications with the 

Private providers.  

  Negotiation skills.  

  Ability to work to tight deadlines.  

Required Technical 

Qualifications:  
 

 

A Bachelor degree in IT or equivalent. 

Minimum of 10 years in the e-Health projects management 

field.  

  Project Management Professional (PMP).  

 

 

 

 

 

 


